Gab OSINT Techniques

Gab is one of the more recently created social media sites and one that most OSINT
investigators are unlikely to have dealt with. The social media platform has attracted groups that
are overwhelmingly conservative and although it lacks the large and more diverse user base of
other platforms that have been around for longer, it can be a good source of OSINT depending
on your target’s demographics.

This article is designed to lead users through the many points of OSINT exploitation which may
be found on a Gab account and provide a list of tools and techniques to assist in quickly getting
the most out of the platform for an investigation.

Avatar

Andrew Torba™

All Gab accounts should have an avatar as you are given a default one once you sign up. If the
user has not changed it from the default one then there will be little investigatory value.
However, for those that decided to upload their own avatar there are a few things that one can
do to obtain more information.

Primarily, a reverse image search (such as on Google, Bing, Yandex, or Tineye) should be done
to check if the profile photo is unique and/or posted on other social media platforms. You will
need to get the URL of the photo in order to run the reverse image search which can be done by
right-clicking the photo and selecting the Inspect Element option. You will see a bit of code



similar to the below which contains the full-size URL of the photo within the parenthesis and
quotes:

background-image:
url("https://gab.com/system/accounts/avatars/000/000/031/original/172d581295620605.png?15
73147377")

Searching this link at images.google.com | discovered that the photo was unique to only Gab
and its Dissenter platform.

Andrew Torba - Dissenter | The Comment Section of the Internet

https://dissenter.com > user -

400 = 400 - But in the face of growing public outrage, the co-founder of the upstart
/g3 born under the motto “Move fast and break things" is learning the art of smoothing

el -

mmn

Andrew Torba: ™ | gab.com - Gab Social

hitps://gab.com > posts ~
400 = 400 - 46 mins ago - #Archillect. source: hitps://linxspiration.com
B /postf123190097198 - it's a photo of a cool-looking, unusual motorcycle. Almost
B every part of.

Ve

Andrew Torba: "Watch: Kamala Harris Mistakenly Says 'Fags ...
hitps://gab.com > posts «

400 = 400 - 20 hours ago - Watch: Kamala Harris Mistakenly Says 'Fags' in Post-
@ Debate Interview https://trends.gab.com/item/5dd6209538b11463e984119¢.
2 .

e

It is also a good idea to pull the full-size, uncropped, photo for visual inspection by pasting the
photo URL from the above source code in the browser’s URL bar. This will allow you to see the
full photo and better see all of the smaller details and any bits that might have been cropped out
when the photo was covered with the circular mask.


http://images.google.com/
http://images.google.com/

Display Name

Ken Barber

BY Member since November 2016

Country boy from Oregon farm country,
now a mountainman + photog & retired
computer nerd. Been roaming in my RV
5 years, want to find a country woman
to settle down with.

The display name is the uppermost name on the user’s account profile and is a larger font size
than the username. The display name is not unique to an account and multiple users may have
the same display name. Depending on how the user has set their display name it might give an
indication of their real name or provide an additional username for searching.

In our above example the user has set their display name to mirror their username. It is likely
that this user used their real name in this scenario. Partnering this information with their place of



origin found in their biography section would be a good starting point on tracking down this user
in real life or on other social media platforms.

Username

DynoStorm¥

£ Member since May 2017

4 &
Creator of "Mr Rex's Zealous
Adventure".
patrecn.mr me.co.uk
e 22| 2

The username will appear directly below the user’s display nhame and will always begin with an
@ symbol and be in the URL of the user’s profile. Usernames are a unique identifier and can
only belong to one account at a time and should be searched across other platforms. There are
a number of tools that specialize in username searches or you can run the username through a
search engine with the username in quotes (such as “DynoStorm”)

Using our above user | ran their username through Google and SULTAN. They both caught
numerous accounts on different platforms (with some false positives) to dig further into.




Profile

Brandon

B4 Member since August 2016 Brandon
Hello world.

Hello, i'm Brandon

The user’s profile will contain much of the information that can be collected on a target account.
The profile is viewable by adding the target's username to the end of https://gab.com/ (ex:
https://gab.com/##USERNAME) This page will contain the user’s avatar, display name, and
username as mentioned above. It will also include additional points of exploitation such as a
header photo, user biography, links to the user’s followers and follows, the approximate account
join date, as well as profile metadata, and a number of possible badges.

Profile: Header



https://gab.com/
https://gab.com/
https://gab.com/##USERNAME
https://gab.com/##USERNAME

Gab users have the option of adding a header image which displays at the top section of their
profile or their group. This photo should be analyzed much in the same way as the target’s
profile photo. A reverse image search is often a good way to start and the full-size photo should
also be retrieved in order to do a visual inspection. The full-size photo can be retrieved by
right-clicking the header image and clicking View Image. From here you can copy the URL for
the reverse image search or manually inspect the photo for details. Taking our above example,
we pulled the full-size image, which shows some additional part of the photo hidden in the
cropped version.

The reverse image search results came back showing us images that are very similar, but with
differing faces superimposed on the hands. The multiple versions of the image suggest that
tracing it back to a single account would be unlikely.



Zoki Stamenkoski (@zokistamenkoski) | Instagram photos ...
https:/iwww.pictame.com > user > zokistamenkoski

150 x 150 - Sep 12, 2019 - Photograph of: @cass_aral . . Selected by:
@recorriendoalmundo . . Tag your photos with: #recorriendoalmundo . . Only
original ...

Raymond Dr. Rackle Williams - Home | Facebook

https:/iww.facebook.com > Pages » Public Figure » Musician/Band ~
955 = 960 - Raymond Dr. Rackle Williams. 614 likes. Dr. Rackle And The Sound
Griots is a jazz sextet consisting of trumpet, saxophone, trombone, piano, bass, &...

Heart Afire By Misty - Home | Facebook

hitps:/fww.facebook.com > Pages » Media > Art > Heart Afire By Misty

533 = 532 - Heart Afire By Misty. 72 likes. Handmade jewelry, resin charms, and
keychains. | don't mind some requests. | don't copy other artist's work. All pieces...

Profile: Follows

t) Andrew Torba

gaB) 92°

Gab Support
® [@support

A user’s follows list of all users that the account is currently following. In most cases the user’s
follows list will be more useful than the list of their followers as the target is choosing to follow
these accounts. For popular accounts in particular this will normally provide a shorter list to



analyze. Additionally, these accounts may provide further information on the target’s pattern of
life or accounts that they might know in real life or on other social media platforms.

The example above is what a user’s default follows list will look like when an account is created.
Be mindful that these three accounts (Andrew Torba, Gab, and Gab Support) appear to be
added automatically when new accounts are created. Therefore they will not provide any
investigative value other than perhaps suggesting the account has not been heavily utilized.

Profile: Followers

Toko.tech
eluukkanen composer

Gaming Football | #==4% 79 FR=)1

WhiningCripple

Maxwell

A user’s followers list will contain list of all users that the account is being followed by. This list
can be scrolled through and clicking on each account allows an investigator to view each
follower’s profile. A user’s followers will not provide as much investigative value as their follows
as the account owner does not choose who follows them. At the same time, this list may assist
in finding users that might be associated with the target, though it may be more difficult on larger
profiles with large follower counts. In our above example we can see that the target is being
followed by over 1000 accounts; making sorting through them one by one an impossible task.



Profile: Badges

Steve Bryson™

B Member since November 2016

User accounts may exhibit a number of badges on their profile indicating different statuses. The
badges listed on the account might show that the user is an investor, a donor, has Gab Pro, or
is a bot. There is an additional badge that appears as a white check mark inside of a blue
bubble next to the display name which is given to verified accounts. These badges can be
useful in determining the legitimacy of the account based on how many are included.
Investigators must be aware that the bot badge can be chosen by a user without the account
actually being a bot. In our above photo the user has both donor and investor badges as well as
a verified badge. This suggests that the account has invested money into the site and the
account owner is verified as who he says he is.

Profile: Join Date
Chuck Nellis™

B8 Member since July 2017

A user’s join date appears under their username on their profile. This line gives an approximate
date, showing only the month and year, in which the user joined Gab. The join date can be
useful in determining how long an account has been on the platform, with newer accounts being
more suspect than older, more established accounts when it comes to trolls or other
troublemakers. It is important to note that the website went public in May 2017, which means
our example below is one of the more seasoned accounts and was created approximately two
months after the open launch.

Profile: Biography



Jamie Leigh Fischer

B3 Member since April 2019

Censored YouTuber, Artist, Activist, &

Directly below the join date on a user’s profile is the user biography. This is a section that allows
a user to add a text description of their choice. This section is empty by default, however can be
a valuable resource when researching a Gab account. The user may use this section to provide
real-world information, such as their name, occupation, location, or other pattern of life
information.

In our above example, the user's profile includes a link to another one of her accounts on
another platform and also mentions that they were on Youtube as well. Using this information |
was able to find additional accounts to exploit.

Profile: Profile Metadata

truyén cud

Vo Tong
Danh Meo
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cudi thé
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The profile metadata section can be found directly below the account’s biography if both
sections are listed. This section is similar to the biography section in that it allows the user to
add text, however the profile metadata section is a bit more structured. Rather than one large
text block, profile metadata is constrained to a table-like area of up to four rows and two
columns. This is commonly used for putting additional social media accounts or other relevant
links.



The example above has a user which used the entire space of the profile metadata fields. Their
links all lead to various sections of the account owner’s personal website. Once there | was able
to find additional links to other social media accounts.

Gabs and Replies

Conner Drigotas

« P NEW ARTICLE ALERT: Felon's Deserve Rights.
"I have never been in jail. | have never been arrested. But | am probably a
felon, and so are you. There are so many laws, too many for even the
government to count, and the punishment for being a felon is crushing.”

READ MORE:

Gabs are the posts that users make on the social media platform. These posts can take many
different forms: including plain text posts, polls, posts containing media such as photos or
videos, links, and hashtags. What information can be gleaned from a user’s posts can vary
wildly as some might post nothing of value while others may have loose lips and give away
notable information which can be used in an investigation. Users may also make comments on
Gabs, with these replies able to contain the same forms of content as the original posts.
Analyzing all of a target’s Gabs and replies are a good way to gather information on a subject,
however users with a large number of posts can quickly make it difficult to sort through.

Our above example shows a post which is information-rich and includes a number of hashtags,
a link to the user’s personal website, and text (including a unique quote) all which can be
exploited during an investigation.

Gabs: Pinned Gabs



£+ EMPRESS WIFE &%
e iz Rose and | am a wife and mother.

I'm & housewife in my daily life.

I'm here to comment and express my v

| am & Christian traditionalist and think It's okay to care about the future
of my children and my people.

| want a family friendly nation that cares about family values and | think
men are natural leaders and the head of the family.

Similar to Twitter, users may pin one of their Gabs or replies to the top part of their profile so
other users visiting their profile see it first, regardless of when it was actually posted. In addition
to being posted at the top of a user’s profile, pinned Gabs will also show a pushpin and the text
“Pinned Gab” at the upper left side of the post. Multiple Gabs or replies can be pinned on a
user’s profile and these pinned Gabs tend to contain information that the user feels is highly
relevant and wants others to see, whether for additional user interactions or otherwise.

Our above example gives us a very quick read on our target’s beliefs and general information
about the user. We can quickly see that the user is female, likely with the first name Rose, is

married, has at least one child, and identifies as Christian. The addition of hashtags may also
prove useful for finding additional posts to exploit, such as this possibly related post found on
Twitter using the same hashtag.



() surveerieen:

is right women in our
society have been dupped by all cultural norms
they have given themselves to the crime of
abortion feminism and pornography. They with
impunity post porn on YouTube and think it is
normal but religion is scorned. Why?!

Chad Birdpilled for Turkey "

the Moon is a looming WHITE Dpprﬁaswe my:ng!m_.m. mass literally
controlling womens' periods! eMoon

w

Gabs and replies will also show the time (down to the minute) that they were submitted to the
website. This full timestamp may not display at first and instead may appear only as a day and
month. Clicking on the individual post will open it in the same window and bring up a different
view, with the full timestamp appearing at the bottom of the post above the interaction icons.
The full timestamp will assist in investigations which are especially sensitive to the time in which
events occurred. Our example above shows a Gab posted with the shortened timestamp view.
This one shows only the day and month, however when clicking on the post it will display the
below example which provides the day, month, year, and time (hour and minute) the post was
created.



} Chad Birdpilled for Turkey
;|

the Moon is a looming WHITE oppressive mysog;msnc mass
literally controlling womens' periods! -

Users can interact with Gabs and replies in a number of ways including replying to the post, as
well as reposting, quoting, or favoriting the post. Replying and quoting are just as they sound.
Reposting works similar to Twitter’s retweet option whereas favoriting is like Twitter's option of
liking a tweet. These interactions can be tracked by the number next to their corresponding
icons at the very bottom of a post. Clicking on the number next to the social interactions will
bring up a second view in which one can see further information on the social interactions from
other users.

Viewing the list of social interactions can allow an investigator to see which accounts a user has
regular and consistent interactions with. In our above example clicking on the number next to
the reposts icon displays a long list of all users which reposted the Gab, including those in the
photo below:



JohnT777

9 Unapologetic Nationalist

; Jaycephus o &
«l  @Jayceph

By @Voravag

0 Casey Rollins

Gabs: Photos

G _‘ Timathy Rathell

B’

| don't know what's worse, #pol GPS drift or #

refusal to acknowledge that adults work and kids go to school.

Some days | really think hard about giving up on ¢ as a
whole.

MNovember 25 12:30 PM — 1:15PM

Veteran's Memorial at Freedom Park

This is a reward for a previous victc

Veteran's Memorial at Freedom Park!

Please visit the Gym at the given time to join the




Users also have the option of adding one or more photos to their posts, though the investigatory
value of a photo will vary. Some may contain a great deal of identifiable information such as
selfies or photos of documents with names and locations whereas other might contain no value
whatsoever. As previously mentioned, always run a reverse image search on any photos you
find as a preliminary step. Next, we will want to obtain the full-size, uncropped photo uploaded
by the user. To do so, we will need to click on the photo within the Gab and it will open the
photo up in a new view via a pop-up like below:

Movember 25 12:30 PM — 1:15 P

Veteran's Memorial at Freedom Park

This uncropped photo provided us with more information, but we still want to save the full-size
version for further exploitation. From here we can right-click the photo again and select “View
Image” to obtain the largest version of the photo available.



ONQaw 7%

November 25 12:30 PM — 1:15PM

Eldersburg. Marviand. United State:

I Veteran's Memorial at Freedom Park
—

Get directions

This is a reward for a previous victory at




Our above example provides a treasure trove of information on this particular user. In just this
one photo we can see that he is a Pokemon Go player. We can also see his username for the
game which can be searched for on other platforms, as well as the location of where he has an
EX-Raid in Maryland, United States. This means that at some point in the week prior the user
participated in a raid at this specific park. This would greatly assist in narrowing down where to
look for the target by allowing us to focus our search queries to the Maryland area.

Gabs: Videos

Don Taylor
| SR

Users may also add a video to their Gabs, however these videos can vary in terms of how they
are uploaded and how they can be exploited. Videos may offer a wealth of information if they
were originally recorded and uploaded by the user. Those that the user simply shared from
elsewhere are not as valuable, however they can still give insight to the user based on their
content. It is a good idea to download a copy of all videos when possible so that they can be
exploited later without the risk of the user or the platform removing them. | tend to treat and



exploit videos as a large set of sequential photos; analyzing frames individually for their content
when necessary.

During the research for this article it was noted that the vast majority of Gab videos appeared to
be uploaded from a third-party website and then a link to the video was embedded to the post
rather than being natively uploaded into Gab. In these cases the video will not play, but will
require the user to click the link to go to the video. To download these videos, you may need to
find an add-on or tool designed to download videos (for example,
https://www.youtubeconverter.io/ for Youtube videos).

For natively uploaded videos, right-clicking the video and selecting “View Video” will open the
video file URL (for our above example:

https://gab.com/system/media_attachments/files/016/736/441/original/2ea2ace37c4759c0.mp4?
1573908810)

From this view we can right-click the video once more and select the “Save Video As” option to
save the file to our computer.

Videos also contain a thumbnail which can be reverse image searched to find it on other
platforms or saved to look at later. To find this thumbnail right-click the video in the Gab like
above, however instead of selecting “View Video” choose the “Inspect Element” option. This will
open up some of the source code, which we can then use to search for “playsinline”. The lines
following “playsinline” will include the URL to the video as well as to the video thumbnail such as
below:

src="https://gab.com/system/media_attachments/files/016/736/441/original/2ea2ace37c4759c0.
mp4?1573908810" -- (Note: Video Url)

poster="https://gab.com/system/media_attachments/files/016/736/441/small/2ea2ace37c4759c0
.png?1573908810" -- (Note: Thumbnail Url)

Using the video thumbnail found above to do a reverse image search, | was quickly able to
determine that the creator of the video used stock video footage in the video uploaded by our
target.


https://www.youtubeconverter.io/
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https://gab.com/system/media_attachments/files/016/736/441/small/2ea2ace37c4759c0.png?1573908810

Pages that include matching images
Close-Up View Of A Sand Timer - Free Stock Video - Pexels

https:/fiwww.pexels.com > video » close-up-view-of-a-sand-timer-1196530 -
387 x 218 - Jun 29, 2019 - One of many great free stock videos from Pexels. This
4 video is about sand, time, timer.

Sand Inside An Hourglass - Free Stock Video - Pexels

https:/fiwww.pexels.com » video » sand-inside-an-hourglass-1188938 ~
500 x 281 - Jun 26, 2019 - One of many great free stock videos from Pexels. This
video is about sand, sand time, timer.

Free Hourglass Videos - Pexels
hitps:/fiwww.pexels.com » search > videos > hourglass -

m 500 = 281 - Hourglass Videos. 13 Photos 2 Videos 0 Users - Close-Up View Of A
Sand Timer. samer daboul - Sand Inside An Hourglass. samer daboul. Fetching
more ..

Gabs: Hashtags

Hashtags operate in a similar fashion on Gab as with any other social media site. Users may
add hashtags to their Gab (or reply, or profile sections, etc) which allow other users to quickly
thumb through similar content utilizing the same hashtags. You can do a quick search for a
hashtag on Gab by adding it to the end of the following URL: https://gab.com/tags/ . Hashtags
may provide additional information such as locations, names, usernames, groups, further
information on what appears in the connected media, etc.

The above set of hashtags are associated with a post including a photo of a custom
AR(Armalite Rifle)-15. The overall collection of hashtags tell us that the user is likely a firearm
enthusiast and would likely be found on other platforms using similar hashtags and or in groups
devoted to this interest. Additionally, the #hyperiousx hashtag is unique enough (and turns out is
the user’s username) that it could be used on other platforms to locate the user, such as on
Twitter.


https://gab.com/tags/
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Gabs: Hidden Text
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nudity, alcohol, depressios

Sensitive content

Gabs may also include text that is hidden to other users by default. Think of this as somewhat of
a spoiler function in which clicking on "SHOW MORE" will unveil the rest of the text that has
been hidden by the user. Be sure to always toggle this option when investigating Gabs as the
can sometimes provide valuable information including additional text and/or hashtags. Below is
the same post after clicking on the "SHOW MORE" option:



nudity, alcohol, depressios

Inktober 24: Dizzy

I've been feelin self destructive, but | love it* ... Venty piece.

The above Gab gives a good visual example on how much more information a user can pack
into the hidden text portion of a Gab. In the hidden text, the text of Inktober 24 might suggest the
artwork was created on the 24th (rather than on the 29th when it was posted), or possibly that it
was the 24th piece created for Inktober overall with the user missing a few days. The additional
hashtags referencing Inktober assisted in quickly finding other posts by the user or others with
similar content without having to sort through their other Gabs.



Gabs: Sensitive Content

{. #A Adriana Stuijt

“L¢aa This post may contain sensitive content.

Sensitive content

Like hidden text, Gabs may contain sensitive content that is hidden by default. This sensitive
content may apply to texts and media, with each having its own method for viewing. For
text-based sensitive content, users must click "SHOW MORE" in the same manner as hidden
text. Media-based sensitive content will have “Sensitive Content” across the media and users
must click on this text to view the media. Our above example displays the following images
when "Sensitive Content" is clicked on:



Adriana Stuijt

This post may contain sensitive content.
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If necessary, clicking on the eye icon on the top left of the photos will re-hide the media.
Gabs: Posted In
___} *TeamAmerica

i never asked my dog to babysit but she does it anyways

It's instinctive. We humans do it too. Your on a dog group, right ?




Gabs which are posted within a group will have an additional line of text indicating so above the
post. This will appear as “Posted in” and then the group name which will act as a direct link into
the group when clicked. On its own this line only provides you a method of quickly finding the
groups in which a user might frequently post in and assists in getting a read of the target’s
pattern of life based on their interests via group affiliation. Not groundbreaking, although it can
lead you into the next area to exploit: groups. Our above example is a Gab which was posted
into the group title Doggos which is, you guessed it, all about dogs.

Groups

-
‘Enoces
®LLLOWED

Doggos Food, Cooking, Recipes

All things dogs, doggos, and puppers. A gab group brought to you by
[@DoomsdayLibrary The group name says
it all, Let’s Eat! #Food #Cook #Chef
#Cooking #Recipes #Food #Foodie #Eat
#Breakfast #Lunch #Dinner #CookBook

Gab also allows users to join and post within groups. Groups offer additional information to
exploit, especially in regards to a target’s overall interests. Groups on Gab are fairly open and
contain a number of exploitable points such as: a header, the group name, a description, posts
(gabs and replies), and a member list. Since we have already covered exploiting header photos
and gabs above we will not be revisiting them here as they function in the same manner. | do
not discover a current way to search groups natively on Gab, however the following Google dork
may help: site:https://gab.com/groups/ along with your keywords of choice. You can also view
featured groups on Gab by navigating to: https://gab.com/groups.
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Groups: Group Name

#BritFam

By Brits, for Brits! A group to share
news, commentary & humour around
British issues. Everyone's welcome!
Have fun, be civil & interact for a more

entertaining experience. We may
remove, or ask you to move off-topic
posts. Accounts engaging in persistent
off-topic posts, flooding, spam or
threats get removed because we're
civilised people.

The group name is the group equivalent of the user account’s display name and will appear on
the top-left side of the group page in a larger font size and in bold. This name should give an
idea about what the group is about and sometimes contains information which can be used to
find the same group or its members on different social media sites. Looking at the particular
group above, it is worth pointing out that they added a hashtag to the group name. This made it
very easy to find users on Twitter who were related to the Gab group by searching for this
hashtag.



#britfam

jeff @AndyCapistra
Image: Alan Edward -

2 lam Defiant @lam_Defiant - May
> HATE CRIMES THE REAL TRUTH !

Ashwayn oflin @as

from RJi

THE CONTRACT IS BROKEN ...

The founding documents of the unCodified British Constitution are
considered to be the Magna Carta, or Great Charter of the Liberties
of England, together with the English Bil...

Groups: Description

HISTORY BUFFS

NOT A CURRENT EVENTS NEWS OR
CONSPIRACY FORUM. NO MEMES. NO
RACIAL SLURS. Historical events,
inventions, archaeology, historical

figures, books, photography etc.
Members who rudely take over the feed
with many posts will be removed from
the group. Alsc on Minds.
www.minds.com/groups/profile
/913956612406054912/feed

A group’s description is similar in function to the biography section of a user’s profile and will
appear directly below the group name. The group description contains text which gives further
information regarding the group and its content. This section may also contain valuable
information in the form of common group hashtags, possible admin or moderator usernames,



and links to the group on other platforms. Our above example is mostly made up of rules and
basic information on the group. However, they also included a link to the group operating on
Minds which gives us an additional resource to exploit.

Groups: Members

Posts Members

Artists Block

A place for Artists to share their wark.
Post your own art - Sketches -
Drawings - Paintings - Digital - 3D work -
Animations - Arts and Crafts - Put it up
on the fridge.

ratne
thomas

luis02

Gab News

Trends Sawney Bean

Affiliate Partners
Doooooom
Z Gab Apps D '

Members of a group can be viewed by clicking on the “Members” tab on the top left side of the
group’s page. This view will allow an investigator to view all members within a group and
clicking on their usernames will open up the user’s profile. Unfortunately, it does not appear that
they are sorted in any useful manner. This might assist with confirming in a user is a member of
a group, however it is very difficult to sort through large member lists.

Conclusion

After reading this guide you should now be ready to dive into your next Gab investigation with
plenty of tools and know-how to ensure you don’t miss any relevant information. If you are more
of a visual learner | have also created a Gab OSINT Exploitation Flow chart which you can find
on my Github, along with some basic javascript bookmarklets to help you quickly exploit Gab
targets. As always, feel free to reach out to me on Twitter if you need any assistance.


https://github.com/sinwindie/OSINT/tree/master/Gab
https://github.com/sinwindie/OSINT/tree/master/Gab

